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13.4
Unauthenticated emergency calls over trusted WLAN

For unautheticated emergency calls over trusted WLAN, the authentication and key agreement procedure for trusted access described in clause 6.2 cannot be performed. However, the UE and the AAA server exchange UE identity information and connection parameters, and generate a shared key, according to the procedure described in this clause.
The exchange of the connection parameters and possibly the exchange of the IMEI of the UE are performed using a 3GPP Vendor-specific EAP method called 3GPP-LimitedService, with messages called 3GPP-LimitedService-init-info and 3GPP-LimitedService-notif.
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Figure: 13.4-1 Unauthenticated Emergency Calls over trusted WLAN
1.
As in step 1 from Figure 6.2-1.

2.
As in step 2 from Figure 6.2-1.

3.
As in step 3 from Figure 6.2.1 with the following enhancement

-
UICC-less UEs shall send its identity complying with the Emergency NAI for Limited Service State format for IMEI as specified in TS 23.003[8].

4a.
As in step 4 from Figure 6.2-1

4b. As in step 5 from Figure 6.2-1.

5. 3GPP AAA Server receives the message with an indication from the UE that it is an Emergency Attach. If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, it shall proceed as follows:

-
When the received subscriber identity is an IMSI but the IMSI authentication cannot proceed (because IMSI is not present in HSS, for example) or if AAA server cannot determine if authentication is successful, and if local policies allow emergency sessions for unauthenticated UEs with an IMSI, the 3GPP AAA Server shall skip EAP-AKA’ authentication procedures and proceed to execute step 6a to obtain IMEI from the UE and to provide indications specified in TS 23.402 to the UE.

-
When the received subscriber identity is an IMEI and if local policies allow emergency sessions for all UEs, the 3GPP AAA Server shall proceed to step 6a to  provide indications specified in TS 23.402 to the UE.
6a-6b. The 3GPP AAA Server sends the EAP-Request/3GPP-LimitedService-init-info message. The 3GPP AAA Server shall indicate that the WLAN is trusted non-3GPP access and shall include the indications specified in TS 23.402. If an IMEI is to be obtained, the 3GPP AAA server shall also indicate a request for IMEI.
7.
The authenticator in the access network forwards the EAP-Request/3GPP-LimitedService-init-infomessage to the UE 

8.
The UE responds with an EAP-Response/3GPP-LimitedService-init-info message. The UE shall include the UE information needed for single-connection mode or multi-connection mode, as specified in TS 23.402. If the EAP-Request/3GPP-LimitedService-init-info message contains a request for IMEI, the UE shall also include its IMEI value.

9a-9b.
The authenticator forwards the EAP-Response/3GPP-LimitedService-init-info message to the 3GPP AAA Server. Network rejects the request if a request for IMEI was indicated in the EAP-Request/3GPP-LimitedService-init-info message but IMEI value is not provided by the UE. 
10a-10b
The 3GPP AAA Server sends EAP-Request/3GPP-LimitedService-notif message to the UE. The 3GPP AAA Server shall include the network information for single-connection mode or multi-connection mode, as specified in TS 23.402.

11.
The authenticator in the access network forwards the EAP-Request/3GPP-LimitedService-notif message to the UE 

12.
The UE responds an EAP-Response/3GPP-LimitedService-notif message.

13a-13b.
The authenticator forwards the EAP-Response/3GPP-LimitedService-notif message to the 3GPP AAA Server. 
14.
The 3GPP AAA Server generates MSK based on UE’s IMEI identity. 


MSK is derived per clause A.4 in Annex A.

15.
The 3GPP AAA Server sends the final Authentication and Authorization Answer (with a result code indicating success) including EAP success and the MSK key material to the authenticator. The Permanent User Identity IE in the answer contains IMEI obtained previously from the UE.

16. The authenticator in the access network stores the keying material to be used in communication with the unauthenticated UE as required by the access network. It informs the UE with the EAP Success message. 

17. The UE generates MSK based on its IMEI as per clause A.4 in Annex A

The UE and the authenticator in the access network share MSK keying material.
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